Taking control of your data

Information Governance Data Sheet
Enterprise data proliferates at an exponential rate as legal professionals rush
to ﬁnd the best strategy to centralize, control, and leverage organizational
data in silos. Often times retention policies and info governance strategies
don’t take into account the nuances of emerging apps like Slack, Quip, or Jira.
Legal professionals struggle to extract and preserve high value knowledge in
these new technologies and spend time and resources investigating ways to
preserve and defensibly manage data across silos and applications.

Onna allows you to collect, centralize, and preserve data across your
enterprise application environment into a single repository. With over
30 API connections to the most popular productivity and collaboration
tools, Onna ensures you maintain a robust information governance
strategy across platforms like Slack, Quip, Conﬂuence and more.
Connect your favorite applications to Onna and have them
continuously syncing in our platform. Preserve historical and future
content with a few clicks and leverage our machine learning
technologies for smart data classiﬁcation.

API-Based Connections

Continuous Sync

Defensible Archiving

Onna offers API-based connections to the most popular
collaboration and productivity
tools, ensuring you extract all
available data and metadata, as
well as preserve edited and
deleted content.

Preserve and process future
content created within your favorite apps. With Onna, you can set
your sources to continuously add
future data to maintain preserved
versions at all times.

By connecting directly with
each source’s API, Onna
preserves not only the data, but
also all related metadata for
each ﬁle. Each data collection
comes with audit logs for extra
defensibility.

Centralized Search
Connect data from the most common collaboration and communication tools,
like Slack and Conﬂuence, into one platform to help you search and manage your
enterprise data.

Smart Data Retention

Data Classiﬁcation

Collaboration and Sharing

Decide when and how long you
preserve your enterprise data.
Keep a defensible version in
Onna even when your users
delete or modify them in the
original source.

Leverage Onna’s machine learning technologies to automatically tag and identify common
ﬁle types, like contracts, so you
can ﬁnd the information you
need in real-time, regardless of
where it’s stored.

Work with your team, outside
counsel, and service providers
in real-time, in one platform, by
sharing data relevant to your
case using Workspaces.

Security & Compliance

Third-Party Integrations

Data Encryption

We follow a software development
process that includes security at its
core.

We use OAuth 2.0 protocol to connect
to third-party data providers, such as
Slack. We’ll never ask for credentials
to these apps and will securely store
the authentication token generated
when you authorize our access.

We encrypt data while in transit and at rest.
Data is stored on encrypted storage
volumes. Transport Layer Security protocol
is used to secure communications between
the desktop and web client to the backend
servers.

Onna is SOC 2, Type II and ISO 27001
certiﬁed.

Beneﬁts
Smart Retention

Reduce Costs and Save Time

Retention policies are generally date based, not content based.
With Onna, you can setup retention policies based on search
terms, labels, or any other type of content.

Minimize costs and save time by capturing and governing all
your data in a central location. You may search your enterprise
data immediately versus the traditional 24 hrs to 5 days to get
data available online.

Central Repository

Minimize risks

Retention policies are implemented in only a few systems
(usually the ones that offer native tools), the rest is just on
paper that collects dust. With Onna, you can centralize your
enterprise data and setup retention policies at an organizational level.

We connect to all of your data sources and provide visibility
across everything in once place.
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